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mobility management entity connected to the Internet and

the core network, and a packet data network gateway

connected to the Internet and the core network. The load

balancer receives a plurality of Internet connections and

consolidates the Internet connections into a single Internet

connection to be provided to the radio node. The mobility

management entity is configured to verify a core network

connection request from a user equipment using a private

blockchain network, and the packet data network gateway is

configured to establish a virtual private network connection

between the user equipment and the core network in

response to successful verification of the core network

connection request to provide permitted core network ser-

vices to the user equipment.
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SYSTEM, METHOD AND NON-TRANSITORY

COMPUTER READABLE MEDIUM FOR AN

INTERNET-ENABLED NETWORK RADIO

NODE

CROSS REFERENCE TO RELATED

APPLICATIONS

This application is a National Stage of International
Application No. PCT/JP2022/036496 filed Sep. 29, 2022.

TECHNICAL FIELD

The present disclosure relates generally to the field of
mobile data networks, and in particular to the expansion of
mobile networks using radio nodes.

BACKGROUND

In the current mobile network architecture, transmission
hardware such as microwave (MW) links or fiber cables are
used to connect Evolved Node B (eNB) and Next Genera-
tion Node B (gNB) radio nodes with a core network. Setting
up microwave or fiber connection hardware requires the
fiber or microwave infrastructure to already be available in
the area. If microwave link access or a fiber optic connection
is not available, the eNB or gNB radio nodes are not able to
connect with the core network via microwave or fiber
connections.

Unless microwave links or fiber connections are available
for connecting the radio node, setting up network access for
user equipment (UE) may not be possible. Even if setting up
microwave links or fiber connections is possible, the amount
of time needed to set up such connections can make setting
up emergency network access (e.g., for certain temporary
events or during a natural disaster) impossible. Further,
microwave links and fiber connections are known to go
down during natural disasters (e.g., storms, earthquakes and
the like), which negatively impacts network user experience.

BRIEF DESCRIPTION OF DRAWINGS

Aspects of the present disclosure are best understood from
the following detailed description when read with the
accompanying figures. It is noted that, in accordance with
the standard practice in the industry, various features are not
drawn to scale. In fact, the dimensions of the various
features may be arbitrarily increased or reduced for clarity of
discussion.

FIG. 1 is a schematic view of a system for expanding a
network, using an Internet-enabled radio node, in accor-
dance with some embodiments.

FIG. 2 is a flowchart for implementing a method for
connecting to a network, using an Internet-enabled radio
node, in accordance with some embodiments.

FIG. 3 is a block diagram of a system including a
non-transitory computer readable medium for implementing
a method for connecting to a network, using an Internet-
enabled radio node, in accordance with some embodiments.

DETAILED DESCRIPTION

The following disclosure provides many different
embodiments, or examples, for implementing different fea-
tures of the provided subject matter. Specific examples of
components, values, operations, materials, arrangements, or
the like, are described below to simplify the present disclo-

sure. These are, of course, merely examples and are not
intended to be limiting. Other components, values, opera-
tions, materials, arrangements, or the like, are contemplated.
For example, the connection of a first feature to a second
feature in the description that follows may include embodi-
ments in which the first and second features are directly
connected, and may also include embodiments in which
additional features may be connected between the first and
second features, such that the first and second features may
not be in direct connection. In addition, the present disclo-
sure may repeat reference numerals and/or letters in the
various examples. This repetition is for the purpose of
simplicity and clarity and does not in itself dictate a rela-
tionship between the various embodiments and/or configu-
rations discussed.

Radio nodes (e.g., eNB and gNB nodes) can be used to
expand coverage of wireless networks such as Radio Access
Networks (RANs) and other types of networks that are used
to provide wireless mobile access data services such as
fourth-generation (4G) and fifth-generation (5G) wireless
services. User access to these networks is provided via radio
nodes that are connected to a core network and wirelessly
communicate with user equipment such as mobile phones
and other similar devices. In some approaches, radio nodes
are connected to the core network via a microwave link. In
some approaches, the radio node is connected to a core
network via a fiber optic connection. In some approaches,
the radio node is connected to a core network via a combi-
nation of microwave link and fiber optic connections. Radio
nodes connected using microwave links and/or fiber optic
connections require that these links and connections are
available and accessible from the location where the radio
node is placed. If microwave links or fiber optic connections
are not available, the radio node will not be able to provide
network access to users via microwave links or fiber optic
connections.

In this application, a core network is a central part of a
larger mobile network that allows subscribers access to
network services that the subscribers are permitted to use.
The core network includes nodes that represent a user plane
(also referred to as “data plane” in this application) of the
mobile network such as a serving gateway (SGW), packet
data network gateway (PGW), and a control plane of the
network, such as a mobility management entity (MME). The
control plane handles network messaging and signaling, and
is part of the routing architecture of the network that helps
define network topology. In contrast, the user plane handles
data traffic and the like.

In some embodiments, the mobility management entity is
responsible for handling signals between active UEs and the
network within a long-term evolution (LTE) and evolved
packet core (EPC) architecture. The mobility management
entity is also responsible for signaling between eNodeBs and
the core network. In some embodiments, the mobility man-
agement entity is located at an edge of a LTE and EPC
network. In some embodiments, the mobility management
entity authenticates a user equipment by communicating
with a home subscriber service (HSS), and the mobility
function allows the user equipment to access the network
and keeps track of its location and state. The home sub-
scriber service is a central database that contains relevant
details about a user equipment subscriber’s information and
user authentication. The home subscriber server also pro-
vides information for calls and IP session set up. This server
helps service providers manage the information of their
subscribers in real time. A regular mobile network can
operate with only one HSS, but more than one can be used.

US 12,328,299 B2

1 2

5

10

15

20

25

30

35

40

45

50

55

60

65



If there are two or more HHSs, the HHS servers synchronize
their databases so that information is consistent across the
multiple HHS databases.

In contrast, to traditional radio nodes that use microwave
links or fiber connections to access a core network, a radio
node that is capable of providing access to a core network
via an available Internet connection will help provide net-
work access to users even where microwave links and fiber
optic connections are unavailable. Further, a radio node
capable of using any available Internet connection can be
deployed faster, with a simpler installation, and quicker
integration with the core network, while at the same time
providing a more robust connection and reducing costs
versus microwave links and fiber optic connections.

FIG. 1 is a schematic view of a system 100 for imple-
menting an Internet-enabled radio node in accordance with
some embodiments. In some embodiments, the system 100
is a wireless communication system. In some embodiments,
the system 100 is a wired communication system. In some
embodiments, the system 100 includes a mixture of wireless
and wired communication.

The system 100 includes a user equipment (UE) 110. The
UE 110 is configured to send and receive data wirelessly
to/from radio node 120. In some embodiments, the UE 110
is a user terminal, such as a mobile phone, a personal
computer, or another suitable user equipment.

The system 100 includes a single UE 110. One of ordinary
skill in the art would understand that the system 100 is
capable of including more than one UE 110.

The radio node 120 is configured to send and receive data
packets to/from to load balancer 130. Load balancer 130 is
connected to the Internet 140. The load balancer 130 is
configured to manage multiple Internet connections and
consolidate the Internet connections into a single Internet
connection. The consolidated Internet connection is con-
nected to the radio node 120. In some embodiments, the
radio node is connected to the Internet through two or more
external Internet connections (e.g., any available Internet
connections). In this application, these two or more Internet
connections may be referred to as an “Internet module.” In
some embodiments, the load balancer orchestrates traffic to
and from the Internet module, in both directions (e.g., uplink
and downlink). In some embodiments, the load balancer 130
is integrated into radio node 120. In some embodiments,
load balancer 130 is separate from the radio node 120.
Internet 140 is any available Internet connection. Mobility
management entity (MME) 150 is connected to Internet 140
and configured to provide mobility session management,
support for subscriber authentication, roaming, and han-
dovers to other networks associated with the UE 110. MME
150 includes a control plane S1-MME interface secured by
blockchain for user verification and other appropriate secu-
rity functions associated with the control plane portion of the
data connection. Packet data network Gateway (PGW) 160
is connected to the Internet 140. PGW 160 includes a S1 user
plane interface (S1-U) for handling user data traffic in the
user plane portion of the data connection. The control plane
and the user plane exist as separate data connections.

In some embodiments, the radio node assigns an Internet
protocol (IP) address to the UE 110.

In some embodiments, the PGW 160 assigns an IP address
to UE 110. In some embodiments, MME 150 uses private
blockchain to secure the control plane.

In some embodiments, all core nodes are connected to a
private blockchain network as blockchain nodes. These core
nodes help to verify whether a user is able to use a particular
network service. If a user is permitted to use a service, the

radio node assigns an IP address and VPN connection to the
user equipment which has permission to access the core
network. permission is based on subscriber information. in
some embodiments, permission is based on information
other than subscriber information. In some embodiments,
the PGW assigns the IP address and/or the VPN connection
to the user. In some embodiments, all control plane signaling
and messages are transferred upstream and downstream
from the radio node to a core node through the blockchain
network using smart contracts. In some embodiments con-
trol plane signaling and messages use a combination of
blockchain smart contracts and non-blockchain messaging
and signaling in the control plane. In some embodiments,
when the user equipment requests to use a core network
service, a smart contract that includes data associated with
the requested service is automatically generated in response
to the service request from the user equipment. In some
embodiments, the smart contract is generated by the radio
node and sent to a home subscriber service (HSS) database.
In some embodiments, the radio node sends the smart
contract to a policy and charging rules function (PCRF)
server. In some embodiments, the radio node sends the smart
contract to both the home subscriber service database and
the policy and charging rules function server. In some
embodiments, the radio node sends the smart contract to a
server other than the home subscriber service database or
policy and charging rules function server. In some embodi-
ments, the home subscriber service is a database that con-
tains relevant details about a subscriber’s (e.g., the user of
the user equipment) information and authentication details.
In some embodiments, the home subscriber service provides
information for setting up voice calls and IP sessions. In
some embodiments, the policy and charging rules function
server is a node on the blockchain network that functions to
specify service policies and quality of service (QoS) infor-
mation. The service policies and QoS information helps
make sure that users receive the services they are subscribed
to and that billing terms are provided. Billing terms include
the costs of services, service levels, method of payment, and
the like. In some embodiments, once a user is verified and
permitted to access the requested core network service, (e.g.,
voice over IP (VoIP), data traffic, and the like) the packet
network data gateway assists in the handling and routing of
the traffic based on the approved user’s subscription plan.

FIG. 2 is a flowchart for method 200 for connecting to a
network, using an Internet-enabled radio node, in accor-
dance with some embodiments. Method 200 employs block-
chain and virtual private networking (VPN) so that an
Internet-enabled radio node (e.g., eNB/gNB) can provide
private network connectivity to user equipment (UEs) across
the Internet. This type of network connectivity allows for
network expansion using any available Internet connection
and without having to use microwave links and/or fiber optic
connections for network access. Blockchain technology
helps to secure the control plane of the network. The radio
node is treated as a block on the blockchain. A VPN
connection is used to secure the user plane of the network,
which is kept separate from the control plane.

In operation 201, in response to a UE entering radio
coverage range of the radio node, the radio node will
broadcast system information to the UE. In some embodi-
ments, the system information includes a block hash key
belonging to the radio node. In some embodiments, the
system information may include appropriate information
other than the block hash key belonging to the radio node.

In operation 202, the UE decodes the received radio node
block hash key using a hash algorithm stored in a Subscriber
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Identity Module (SIM) that is connected to the UE. The UE
sends the decoded block hash key of the radio node to the
radio node and the radio node accepts a connection with the
UE. That is, a two way connection is established between the
UE and the radio node. In some embodiments, once the UE
is connected to the network through the radio node, the UE
will act as a node in the network blockchain.

In operation 203, SIM and other mobile device informa-
tion of the UE is hashed and then broadcast to all blocks on
the blockchain network. In some embodiments, the mobile
device information includes an International Mode Sub-
scriber Identity (IMSI) number. In some embodiments, the
mobile device information includes an International Mode
Equipment Identity (IMEI) number. In some embodiments,
the mobile device information includes both an IMSI and
IMEI number. In some embodiments, mobile device infor-
mation includes appropriate information other than IMSI or
IMEI numbers. In some embodiments, the mobile device
information includes UE billing information associated with
the UE and a user associated with the UE. In some embodi-
ments, the mobile device information includes service sub-
scription data associated with the UE. Examples of a service
subscription include a voice calling plan (e.g., Voice over IP
(VoIP)), data plan, or other appropriate service subscription
information. The service subscription data may also indicate
whether a user has an active or inactive subscription to any
appropriate service, including services provided by the core
network.

In operation 204, the radio node receives a request from
the UE to use a service provided by the network. Services
may include data services, Voice Over IP (VoIP) services, or
other appropriate services. In some embodiments, operation
204 is optional.

In operation 205, in response to receiving the service
request from the UE, a smart contract is automatically
generated in order to verify whether the UE has permission
to access the requested service. In some embodiments access
is granted to the requested service based on whether a user
associated with the UE has an active subscription to the
requested service. In some embodiments, access to the
requested service is determined based on whether the UE is
permitted to access the requested service. In some embodi-
ments, permission to access the requested service is deter-
mined using a combination of user information and UE
information.

In some embodiments, determining whether the UE has
permission to access the requested service is determined
using appropriate information other than the aforemen-
tioned. In some embodiments, operation 205 is optional.

Operation 206 determines whether the verification of the
information received in operation 204 succeeded. If verifi-
cation succeeded (i.e., “YES” after operation 206) then the
method proceeds to operation 207 where a VPN connection
is established and the user can use the requested service over
the VPN connection. If the verification fails (i.e., “NO” after
operation 206) then establishment of the VPN connection is
rejected (i.e., VPN is not established).

In operation 207, if the verification of operation 206 is
successful, an Internet protocol (IP) address is assigned to
the UE and a VPN connection is established for providing
the requested service to the UE/user.

FIG. 3 is a block diagram of a system 300 for implement-
ing a method for connecting to a network, using an Internet-
enabled radio node, in accordance with some embodiments.

System 300 includes a hardware processor 310 and a
non-transitory, computer readable storage medium 350
encoded with, (i.e., storing), the computer program code

370, (i.e., a set of executable instructions). Computer read-
able storage medium 350 is also encoded with instructions
351 for interfacing with different devices within a network.
The processor 310 is electrically coupled to the computer
readable storage medium 350 via a bus 360. The processor
310 is also electrically coupled to an I/O interface 320 by
bus 360. A network interface 330 is also electrically con-
nected to the processor 310 via bus 360. Network interface
330 is connected to a network 340, so that processor 310 and
computer readable storage medium 350 are capable of
connecting to external elements via network 340. The pro-
cessor 310 is configured to execute the computer program
code 370 encoded in the computer readable storage medium
350 in order to cause system 300 to be usable for performing
a portion or all of the operations as described in method 200.

In some embodiments, the processor 310 is a central
processing unit (CPU), a multi-processor, a distributed pro-
cessing system, an application specific integrated circuit
(ASIC), and/or a suitable processing unit.

In some embodiments, the computer readable storage
medium 350 is an electronic, magnetic, optical, electromag-
netic, infrared, and/or a semiconductor system (or apparatus
or device). For example, the computer readable storage
medium 350 includes a semiconductor or solid-state
memory, a magnetic tape, a removable computer diskette, a
random-access memory (RAM), a read-only memory
(ROM), a rigid magnetic disk, and/or an optical disk. In
some embodiments using optical disks, the computer read-
able storage medium 350 includes a compact disk-read only
memory (CD-ROM), a compact disk-read/write (CD-R/W),
and/or a digital video disc (DVD).

In some embodiments, the storage medium 350 stores the
computer program code 370 configured to cause system 300
to perform method 200. In some embodiments, the storage
medium 350 also stores information needed for performing
a method 200 as well as information generated during
performing the method 200, such as hashed SIM data 352,
hashed UE data 353, and smart contract data 354 and/or a set
of executable instructions to perform the operation of
method 200.

In some embodiments, the storage medium 350 stores
instructions 351 for interfacing with external components
within the network. The instructions 351 enable processor
310 to generate instructions readable by the external com-
ponents to effectively implement method 200.

System 300 includes I/O interface 320. I/O interface 320
is coupled to external circuitry. In some embodiments, I/O
interface 320 includes a keyboard, keypad, mouse, trackball,
trackpad, and/or cursor direction keys for communicating
information and commands to processor 310.

System 300 also includes network interface 330 coupled
to the processor 310. Network interface 330 allows system
300 to communicate with network 340, to which one or
more other computer systems are connected. Network inter-
face 330 includes wireless network interfaces such as BLU-
ETOOTH, WIFI, WIMAX, GPRS, or WCDMA; or wired
network interface such as ETHERNET, USB, or IEEE-1394.
In some embodiments, method 200 is implemented in two or
more systems 300, and information such as memory type,
memory array layout, I/O voltage, and I/O pin location are
exchanged between different systems 300 via network 340.

An aspect of this disclosure relates to a system with a
radio node electronically connected to the Internet, in which
the radio node is configured to connect to a core network
through the Internet. The system further includes a load
balancer electronically connected to the Internet and the
radio node, a mobility management entity electronically
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connected to the Internet and the core network, and a packet
data network gateway electronically connected to the Inter-
net and the core network. The load balancer is configured to
receive a plurality of separate Internet connections and
consolidate the Internet connections into a single Internet
connection (e.g., an Internet module) to be provided to the
radio node. The mobility management entity is configured to
verify a core network connection request from a user equip-
ment using a private blockchain network, and the packet
data network gateway is configured to establish a virtual
private network connection between the user equipment and
the core network in response to successful verification of the
core network connection request. In this application, “elec-
tronically connected” is a networking connection that may
be a wired connection, wireless connection, or a combina-
tion of both wired and wireless connections. Devices that are
electronically connected are not necessarily physically con-
nected, but can be. In some embodiments, the radio node is
further configured to connect to the packet data network
gateway using the virtual private network connection for
user plane handling, and to connect to the mobility man-
agement entity for signaling and control plane handling
using the private blockchain network. In some embodi-
ments, the load balancer is integrated into the radio node. In
some embodiments, the radio node is configured to broad-
cast system information associated with the radio node to a
user equipment upon that user equipment entering radio
coverage range of the radio node. The system information
includes a block hash key associated with the radio node. In
some embodiments, the radio node broadcasts information
other than or in addition to, information associated with the
radio node. In some embodiments, the mobility management
entity is configured to verify the core network connection
request from the user equipment using a smart contract,
where the chart contract includes data associated with the
service requested by a user or user equipment.

In some embodiments, the mobility management entity
and packet data network gateway exist as nodes on the
private blockchain network. In some embodiments, all sig-
naling and messaging in the control plane are handled
through the private blockchain network.

An aspect of this disclosure relates to a method for
connecting to a core network through the Internet, using a
radio node connected to the Internet, where the radio node
broadcasts system information associated with the radio
node to a user equipment. Information broadcast by the radio
node to the user equipment includes a block hash key. The
method further includes receiving the decoded block hash
key associated with the radio node, to the radio node, from
the user equipment. The method further includes establish-
ing a data connection using the radio node between the radio
node and the user equipment. This connection is established
in response to receiving the decoded block hash key asso-
ciated with the radio node. The method further includes the
radio node receiving data associated with the user equipment
from the user equipment. The method further includes using
a private key to hash the received data associated with the
user equipment and broadcasting the hashed user equipment
data to a plurality of blocks on a blockchain network. The
method further include receiving a request from the user
equipment to use a service provided by the core network,
and automatically generating a smart contract in response to
receiving the request from the user equipment to use the
service, and the smart contract is used for verifying whether
the user equipment is permitted access to the requested core
network service. The method further includes automatically
assigning an Internet Protocol (IP) address to the user

equipment in response to successfully verifying that the user
equipment is permitted to access the requested core network
service, and automatically establishing a virtual private
network connection between the user equipment and the
core network, based on the successful verification that the
user equipment is permitted access to the requested core
network service. The method further includes providing the
service requested by the user equipment to the user equip-
ment. In some embodiments, the radio node broadcasts the
data associated with the radio node comprising the block
hash key to the user equipment in response to the user
equipment entering a radio coverage range of the radio node.
In some embodiments, the method further includes the radio
node connecting to a packet data network gateway using a
virtual private network connection and connecting to a
mobility management entity using the blockchain network.
In some embodiments, the packet data network gateway is
connected to a user plane of the network, and the mobility
management entity is connected to a control plane of the
network. In some embodiments, the method further includes
receiving by a load balancer, a plurality of Internet connec-
tions, consolidating, by the load balancer, the plurality of
Internet connections into a single consolidated Internet
connection, and establishing, by the load balancer, a con-
nection between the radio node and the load balancer
through the consolidated Internet connection. In some
embodiments, verification of the core network request from
the user equipment is carried out using a mobility manage-
ment entity connected to the core network and the block-
chain network. In some embodiments, verification of the
core network request from the user equipment is carried out
using a mobility management entity connected to the core
network and the blockchain network, and the verification is
carried out using a smart contract which include data asso-
ciated with the service requested by the user equipment. In
some embodiments, the mobility management entity and the
packet data network gateway operate as nodes on the private
blockchain network, with all signaling and messaging in the
control plane being handled through the private blockchain
network.

An aspect of this disclosure relates to a non-transitory
computer readable medium storing instructions that, when
executed by at least one processor, cause the at least one
processor to perform operations including broadcasting, by
a radio node connected to the Internet, system information
associated with the radio node comprising a block hash key,
to the user equipment, receiving, by the radio node, from the
user equipment, the decoded block hash key associated with
the radio node, establishing, by the radio node, a data
connection between the radio node and the user equipment,
in response to receiving the decoded block hash key asso-
ciated with the radio node, receiving, by the radio node,
from the user equipment, data associated with the user
equipment, hashing, using a private key, the received data
associated with the user equipment, broadcasting the hashed
user equipment data to a plurality of blocks on a blockchain
network, receiving a request, from the user equipment, to
use a service provided by the core network, automatically
generating, in response to receiving the request from the user
equipment to use the service provided by the core network,
a smart contract for verifying whether the user equipment is
permitted access to the requested core network service,
automatically assigning an Internet protocol (TP) address to
the user equipment in response to verifying that the user
equipment is permitted to access the requested core network
service, automatically establishing a virtual private network
connection between the user equipment and the core net-
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work, in response to verifying that the user equipment is
permitted access to the requested core network service, and
providing, to the user equipment, the service requested by
the user equipment. In some embodiments, the radio node
broadcasts the data associated with the radio node compris-
ing the block hash key to the user equipment in response to
the user equipment entering a radio coverage range of the
radio node. In some embodiments, the operations performed
by the processor further include connecting, using the radio
node, to a packet data network gateway, using a virtual
private network connection, and connecting, using the radio
node, to a mobility management entity, using the blockchain
network, where the packet data network gateway is con-
nected to a user plane of the network, and the mobility
management entity is connected to a control plane of the
network. In some embodiments, operations conducted by the
at least one processor further include receiving a plurality of
Internet connections by a load balancer, consolidating, the
plurality of Internet connections into a single consolidated
Internet connection by the load balancer, and establishing,
by the load balancer, a connection between the radio node
and the load balancer through the consolidated Internet
connection. In some embodiments, verification of the core
network request received from the user equipment is carried
out using a mobility management entity connected to the
core network and the blockchain network. In some embodi-
ments, verification of the core network request received
from the user equipment is carried out using a smart contract
comprising data associated with the requested for network
service.

The foregoing outlines features of several embodiments
so that those skilled in the art may better understand the
aspects of the present disclosure. Those skilled in the art
should appreciate that they may readily use the present
disclosure as a basis for designing or modifying other
processes and structures for carrying out the same purposes
and/or achieving the same advantages of the embodiments
introduced herein. Those skilled in the art should also realize
that such equivalent constructions do not depart from the
spirit and scope of the present disclosure, and that they may
make various changes, substitutions, and alterations herein
without departing from the spirit and scope of the present
disclosure.

The invention claimed is:
1. A method for connecting a user equipment to a core

network via the Internet, the method comprising:
broadcasting, by a radio node connected to the Internet,

system information associated with the radio node
comprising a block hash key, to the user equipment;

receiving, by the radio node, from the user equipment, a
decoded block hash key corresponding to the broadcast
block hash key;

establishing, by the radio node, a data connection between
the radio node and the user equipment, in response to
receiving the decoded block hash key;

receiving, by the radio node, from the user equipment,
data associated with the user equipment;

hashing, using a private key, the received data associated
with the user equipment;

broadcasting the hashed user equipment data to a plurality
of blocks on a blockchain network;

receiving a request, from the user equipment, to use a
service provided by the core network;

automatically generating, in response to receiving the
request from the user equipment to use the service
provided by the core network, a smart contract for

verifying whether the user equipment is permitted
access to the requested core network service;

automatically assigning an Internet protocol (IP) address
to the user equipment in response to verifying that the
user equipment is permitted to access the requested
core network service;

automatically establishing a virtual private network con-
nection between the user equipment and the core net-
work, in response to verifying that the user equipment
is permitted access to the requested core network
service; and

providing, to the user equipment, the service requested by
the user equipment.

2. The method of claim 1, wherein the radio node broad-
casts the system information associated with the radio node
comprising the block hash key to the user equipment in
response to the user equipment entering a radio coverage
range of the radio node.

3. The method of claim 1, further comprising:
connecting, using the radio node, to a packet data network

gateway, using a virtual private network connection;
and

connecting, using the radio node, to a mobility manage-
ment entity, using the blockchain network,

wherein
the packet data network gateway is connected to a user

plane of the core network, and
the mobility management entity is connected to a

control plane of the core network.
4. The method of claim 1, further comprising:
receiving, by a load balancer, a plurality of Internet

connections;
consolidating, by the load balancer, the plurality of Inter-

net connections into a single consolidated Internet
connection; and

establishing, by the load balancer, a connection between
the radio node and the load balancer through the
consolidated Internet connection.

5. The method of claim 1, wherein verification of the core
network request is carried out using a mobility management
entity connected to the core network and the blockchain
network.

6. The method of claim 2, wherein
verification of the core network request is carried out

using a mobility management entity connected to the
core network and the blockchain network, and

the verification is carried out using a smart contract
comprising data associated with the requested service.

7. The method of claim 3, wherein
the mobility management entity and the packet data

network gateway operate as nodes on the private block-
chain network, and

all signaling and messaging in the control plane are
handled through the private blockchain network.

8. A non-transitory computer readable medium storing
instructions that, when executed by at least one processor,
cause the at least one processor to perform operations
comprising:

broadcasting, by a radio node connected to the Internet,
system information associated with the radio node
comprising a block hash key, to a user equipment;

receiving, by the radio node, from the user equipment, a
decoded block hash key corresponding to the broadcast
block hash key;

establishing, by the radio node, a data connection between
the radio node and the user equipment, in response to
receiving the decoded block hash key;
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receiving, by the radio node, from the user equipment,

data associated with the user equipment;

hashing, using a private key, the received data associated

with the user equipment;

broadcasting the hashed user equipment data to a plurality

of blocks on a blockchain network;

receiving a request, from the user equipment, to use a

service provided by a core network associated with the

radio node;
automatically generating, in response to receiving the

request from the user equipment to use the service
provided by the core network, a smart contract for
verifying whether the user equipment is permitted
access to the requested core network service;

automatically assigning an Internet protocol (IP) address
to the user equipment in response to verifying that the
user equipment is permitted to access the requested
core network service;

automatically establishing a virtual private network con-
nection between the user equipment and the core net-
work, in response to verifying that the user equipment
is permitted access to the requested core network
service; and

providing, to the user equipment, the core network service
requested by the user equipment.

9. The non-transitory computer readable medium of claim
8, wherein

the radio node broadcasts the data associated with the
radio node comprising the block hash key to the user
equipment in response to the user equipment entering a
radio coverage range of the radio node.

10. The non-transitory computer readable medium of
claim 8, wherein the operations further comprise:

connecting, using the radio node, to a packet data network
gateway, using a virtual private network connection;
and

connecting, using the radio node, to a mobility manage-
ment entity, using the blockchain network,

wherein
the packet data network gateway is connected to a user

plane of the core network, and
the mobility management entity is connected to a

control plane of the core network.
11. The non-transitory computer readable medium of

claim 8, wherein the operations further comprise:
receiving by a load balancer, a plurality of Internet

connections;
consolidating, by the load balancer, the plurality of Inter-

net connections into a single consolidated Internet
connection; and

establishing, by the load balancer, a connection between
the radio node and the load balancer through the
consolidated Internet connection.

12. The non-transitory computer readable medium of
claim 8, wherein

verification of the core network request is carried out
using a mobility management entity connected to the
core network and the blockchain network.

13. The non-transitory computer readable medium of
claim 9, wherein

verification of the core network request is carried out
using a mobility management entity connected to the
core network and the blockchain network, and

the verification is carried out using a smart contract
comprising data associated with the requested service.
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